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Abstract

Cloud of Things (CoT) can provide IoT applications with unlimited storage functions and
processing power supported by cloud services. However, in a centralized cloud of things, it can
create a single point of failure that can lead to bottleneck problems, outages of the CoT network.
In this paper, to solve the problem of centralized cloud of things and interoperate between different
service domains, we propose an IoT service interoperability system using distributed fog
computing and blockchain technology. Distributed fog is used to provide real-time data processing
and services in fog systems located at a geographically close distance to IoT devices, and to enable
service interoperability between each fog using smart contracts and distributed ledgers of the
blockchain. The proposed system provides services within a region close to the distributed fog
entrusted with the service from the cloud, and it is possible to access the services of other fogs
without going through the cloud even between fogs. In addition, by sharing a service right token
issuance information between the cloud and fog nodes using a blockchain network, the integrity
of the token can be guaranteed and reliable service interoperability between fog nodes can be
performed.

B keywords : Cloud of Things ; Fog Computing ; Blockchain ; Service Interoperability
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{"1d":"CS_Rulel" "rulename": "ControlService_Rule" "on":"OnA
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