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Abstract

AH KBS

Steganography is a technology capable of protecting data by hiding the existence of data.

Recently, with the development of deep learning technology, deep learning—based steganography

are being developed. Deep learning can learn by analyzing high—-dimensional features of data, so

it can improve the performance and quality of steganography. In this paper, we investigated the

research trend of image steganography based on deep learning.

B keywords :

Artificial Intelligence ; Deep learning ; Steganography ; Data security

F< HldlolE] AgEe] THo® s HeolH <

S u}u 2], 2E7he g9 olul A S A
of MW AR dugan 1 &4 A0S $1E
Aol BAQ) Ho]E| £u7)&olt). Aol
5 7% wae 9ld) tolgel e 5@}-@ 3
A

Mol 7hsalidel met defd 7]eke] gk et
=gy 71EEe] SAstaL itk ¥ =welAe

o] x| dloJEel g %‘ Ay 7k 2~ 7he e )
71 HA AT 5

E12 B =EolA 2EE 2E7kegs) 7
5 298] e Folvk A 17l 4 He
g el Ao v m, 7k el 7Rl
7% (LSB, PVD, CNN)# X5 1 iL%3t¥ 7]&
= (WOW, UNIWARD, GAN)o] &Ajgitt,

E 1. Steganography technologies by method

i

P

r
~

Method Technologies

LSB

PVD

Classical steganography WOW
UNIWARD

DCT

Deep learning based CNN

steganography GAN

1. Al A~E 71y
2H7bEE S8 ARE 477 Yd 8

E, onA], 594 5] mro] stdel dlolEE A

This re: Search was flnanc ially upported by Hansung University.
AR} 20234 48 12
YA 1R 20234 05€ 182

AR &E Y
AKX R} -

1 20234 058 24
M3 e-mail : hwajeong84@gmail.com



10 2023 052 ADOHED|C|O{AE

stz 71%olek. ofd, 12 m—z— ol =7 9
S5 15, 7129 selst A R sk
Selhenelal dele] Esis) U shge

TAEG, A B4e 19 13 2or, WA vn
HolEl(a)E orast att. olul, A4 has} &
Foll me} 2] kw7, FA7) 2 b
S R SRS [ PN PR b Eos 1 s B =P
e B A QuY 57 bl oug
SmeiZe] Aol o|E5h Hol mebgo] tha
PR e PPN AR T e E e
7 9 F747) FEsE Ba v ARG g 7]
WAL SR o T uAe At AHshe1e)
s wekgel @AE FBE 5 Jov), dEHe
28] W HlolEje] 277 £k 4 Qe o] Q)
3l %7 & 9l W dolEe] 277} Fol 5L, A
9 HolE g %7]nAt s tiaol
o] 27}t ne} 2el7he1)]
7} wzke 7] 4. oleld Be we
W ohasiel 2~EY 9 (RCAVH

r.

gt = *EﬂﬂﬂﬂMA éL
§% (52 7 = dolE e & = I4 9 A
o] 4= (bit per pixel, bpp)[5]), <I=F (AW} ~H
3L ZRe) frAM), HM (2H TTopdE|Al 2o gt
A&Ad) odl] Frheh dnkd o s v dolg 7} 4
Z57] oJE YA = Aol BE HolEHE A
Ay Aol § =& ATS Btk gl ~

d7beels) g gaEe et Pk

Steganography

Secret message (M)
|

Encryption
Pure/Secret/Public
T i Embedding
i Cover object (C) '—ﬂ Stego object (S ) —

...................

Steganalysis
Stego or cover
s1 (e , \
L— LS ! :
~—! Detection N—I fieaturs .
Stego methods | | extraction }
[ T
1S d S

a8 1 AHJteOeiE 3 AHJoMRIAlA

7}, Least Significant Bit (LSB)

LSB 324][6,7]2 =4de] e ES MEgto
=4 v dolHE *a%?_ﬂr d& o] J49 3
o] 25491 A%, ol& olXl4=E Edsky 11111110
o] ¥]aL, of7]ellA 4k}ist %—E dlolEf 3l 15 ol
s el YA g 111111110 R 2557} ¥
th. LSB W42 n-LSB Aoz s 5 glo
™, o= el n7le] HIES A8l Waolth
ojAd A Fholl & Abo|7} §l= HIE ©9je] 2%
o] Olﬁg‘oixlf’i Z 941301 ‘ﬂ“ﬁo}Xl et 1w

o] Aalerk

L}, Pixel Value Differencing (PVD)
PVD W4][89]& LSB W] #4 Ast A=
s dsty] flsl A=A A s F Ao zfo]
ol ek delElE Adshs Aoz 94 e
Zpol7k 245 1 B HlolHE AYT 5 itk o
TS Kol x| B A
gl Afel7h AR R 9 B2 dolHE Ak,

AVe B ke e pael e ool dolHE

= ANZHH o7 §



Hus g,
i), WA 27)e] 54
2 o) AnEgon —s}oa AA olvAE e,

OVF, ¥ B4 1] Aol g (0 ANt YT
w1 dlelele] 27 ()% w ne % 749
Aol ke ofe] THOE o] E EE oz

1

Azt oluf, 73k WrE Ve Abgre] Al
AEE 7o R A, F A 2] Apo]7h A
S5 o 42 HES HeolHE
A1 dloje o] 2717t iAW, Akstaat &t
 dolEdA g Z27|wFe] HES ML F
o5 10742 Wasith 10042 Wy v o)
o[B] gkt Ate] Frell sl Azl F1ke] HEghs
tate] A2e Aol ghd,) e Adrh vixEtoR
d, & 25 the g5 7159 I el TlsiAL )
A AR A gho g giAlste] 2H L HelHE
ATt 2eu URhARL om| A= A KTk
frAReE 24l ghs zhs o] o gtk PVDE F
2 A g4 19] Apel7h F AAA HlojeE &
dsteg @ dolHE dwidaty] ofgrh w3
B ~ETYE B B 49 ud golEe) &4

7b 7] 4eH10,11].

Cover data Stego data

150 | 184 d n 145 | 189
[0,7] 3 ;

i i 44(=32+12)
[32,63] c | New difference value

\ t

34 (= 184 — 150) J. [64,127] 6 Secret data

Difference value (d) [128,255] | 7 0110001 -+

12 2 PVD 24

t}. Wavelet Obtained Weights (WOW)
WOW=: LSB, PVD$}F th2 4] dlojEfo] A1) &%
W ZAET} o]l SuAd 2HS E oluy <
wg]Zo|t}l, LSB9 PVD HHe o|n|=]¢] 7} w4
7He] BAE ey Rl RE DAl tis) )
qoz g sl ]%

=
A8 FeE etk el Wows 79 945

[ed

M

X

_4

2023 052 ADOHED|C|O{AE 1

5 HloTE 7} AR
RIS RS Gk 0% 93] 1 HolEE ¢
9% o sk e W s A,
A 14S GO o] At HEE Fe
240l Blo]el B vjaTi12],

AAA B2 Age et ook A, A
olelel thal vle} W (a1 Bl oz w)
& A8 T, PPN 2 DY) AW dold 71

o] ALZA AALL Sr3lale] A3} (Residual) = 7

st} 7H HloJE| o} AH| AL

S =

&

Absit), thgo 2= wekd HEeh Alkd FakE
AEFAG] BE A ek dEo] i A9
TE e nA TR ALtd Adre 9FE
15 dste] gAEe] W) v)8-S Alhksit) o
g A S AR Q1Y JAEe] AE et
o] dlolgj 9] dj=tS H4dlehs Wekow Juded
4 A "}

2}, Universal  Wavelet Relative

Distortion (UNIWARD)

UNIWARD+= WOWE 711413 e arz]Eo]
t}. UNIWARD®I4E WOWoIA Algah= IY &
&L}l WDFB-B ZE & ARS8t & Alkkeit.
WOW 9} UNIWARD %42 7AW Hlo] 9} 2~H|aL
dlojg o] B Fx7} FARH| witel v H|olE
7t §Ad ggo] vk Ee qlug 7)ot 1
Ztf WOWeOlA H]& At AMgE= AREE
T ErRloll A R ARSE A9 TA Y] %
AA e v HolHE A9 F U= =
gt} webd UNIWARDOIAM 9 3= WOW
o] Ajtee] 9E Aojah FF ErQl vtk o}
Yz} T3k EuRlel = A8 7hegk ¥
9 7Eo® ARE I JUH13] &, Tt
oA ©A 7] & WOW daelEe
UNIWARDo©] 3L, 2~E|Zrobda] Al 2ol T 2
] 72 Fop mrQloA] AR 4 9l W

7150ty UNIWARDYI
S-UNIWARD % J-UNIWARD7} l&d], ©
247 F7F 2 FoE el A o] UNIWARD

ol
-

Aol gy

flr rlr oo

_—

e



12 2023 052 ADOHED|C|O{AE

aEES onsit)
v}l Discrete Cosine Transform (DCT)
DCT (o]2t ZAI Hsh = a7t el AT E

Fp Lo Mgshs Z]wolth14]. v vl
E o5&, & gEnleh 22 Ao Qs ojvx|,
3%, 2L 5 HAY vlHof il AR L 9
tH15]. DCTE AR8-ate] AA1a 5= gli= wlolE 9
&2 LSB Aol Hle] AAwk LSB 4ol et

g 5 odE oluA 49 942e Hrsane 4
o4 DCT 71w 2el7hw a5 walo] A}
[16]. &t} DCTE o]mlA]) A7 opd 2t
2 AgEEe oy Age waw 5 JrHIs.

8x8 block of Cover data
180 154
£ (| e || T Hide Secret data
DCT s
megoeee 9 | .| o0
| W ti
\ frequency | 2 = )
0 0
8 52
Quantization
| Sty b3
i DC |
| coefficient /7| ° | | °
0 0

F1e] e bl ey B e 1Y 33 2

oh 94 AW olmAE 8x8¢] A 550w Y

rob
ui

lo
flo
0,
|
2,
o)

O
il
I
(o
ot
do
2
o
o
=
fr

Cosine coefficient)ol] % AX7} 24 =),
AT Ao ARE w74 dod g4 Akt

QA Heof kA oA ek, whebA it R
AC @9 (DCE Al9F Fepel HolHE w72

A gf=ro] AL AE7Ree v 7} T st i
ARl A2 2t 5] DC AFE AXke #, v
A LSBE< HIE HAIA = Aoz oju] x|
dlelelE w71 Waelth16,19]. o¢t &<] DCT
7[Rke}] mEZRed vl §tes FEsk] ofe
& FEolA dolHE ARk WAITH14,16]. #el
A A wke) o] AE7heev]E 9l v
e A Ee] AR AL 9lal, & 29 o] A
QuAE] E}Ylo] w2 2H7=IY Y] EE50] &
Zals JHE S E JlolA ofHA &7 288

N

E 2 AHI-OE EAA

Method Tool Cover Object Type
Openstego Image
Steganography SteganPEG Image
Steghide Image/Audio

2. )IEA5 7Rk ZHZbe 18
71E 2H7t=aHT VEEY #48 B
Aef AFAs 7|9ke] AE7b=1y] 7]4Eo] A

Qb= 7] A&t g WAlES dlolH e Fde
FIAF o =2 A EREY g dolHE +
A flvhe dARS S5 Eeksith [2015
Ao 2 AEFA 2747 (Convolutional Neural

—

Network, CNN) [21] 7]¥Fe] 7]&E0] A9ts ek
o]fo= o U2 Aes fld [22]1S AReE A
Ay A4 AAY (Generative Adversarial
Network, GAN) [23]= &-&3t ~H7lw=189] 7]
5o ATHA

7} CNN 7))k
olu|#] Azlell qgst 21740 CNNS &85
b=y 7]1sE5e a9 49 o] F2 CNN 7|
gke} Q1= ¢} vl =t} Agke
H7be12j 95 A% 38420 &
ek A S HAES ujY o

A% ik
ro

o
o
il
o
s



O HEL =] Sigshd A QEAE] HY dHlo]
HE w3t dejo] AHa e BAEY] ghEoit)
ag]a AAE 2H L HolHE o] gAYy HES
Ao JHshd AW dlolejel] Jud e v Hlo]
Ej7} B E: Qlan e vad HES s Sy
& SkFE= Zlo] ofyEt 9lar ] YHFE vl

o] Z#714 end-to-end WA o2 ST

. “
Encoder
(Conv2D)
Secret data . )
#\
Stego
(Encoded)
Secret data Decoder
(Decoded) (Conv2D)
—_

a7 4 gl Jldtel ATt =T E
212 CNN = [24]

= edatadt sk v delet ojrx)
o 9ol e 2drbe1e) 7S A

% Ao goel 9iE golgE 7% Ao ol

¢

o] =2 ol &3} At Ve 17 4
IWto s siglow, 7p Rele] Fxe
Highway[25], ResNet[26], Inception[27]°14 <
G5 e AEFA Hlojo] 7|uke] o] YEAA &
55 ARSI ald 7] o= 2 ojvA| F4
= W7 A vt Ak A ofr|A|ef 4|
o] S| ~EagS wjagk A3} CNN 7[Rt
o ze7he1el9] WAjo] 3-bit LSB WA H T} T
AR S| 2ET (6] A2 ¢=)S 7HTh e
71 LSB 2o vl o 48st 2Ha e HAE
& A es & 7 stk 2y o AelA )
2A7F FHSHA] 2 - (A B o A=
oF7re] wo|=7t WAt tE AR o]l
& VAE (Variational Auto Encoder) [28] %+
GAN} 2& gt A 595 7 AAdws &
3 S5 5 S ASR otk

[29]15= [20]9] 7141 wzdo]m, ofwAje] om|x|&

I
o

2023 052 ADOHED|C|O{AE 13

=71 WAE AjbstlTh Bk g 77} ofuet of
S0 digk AP E zlaesinh d ATelA e 17
49] Fx5 &3 JAxte} var YEYA
oldell 49 dlofE] HAYE AT MEHAE F7F
stk AT YEY A= w70k & v dlo]
E1e] RGB A2 3A1)ell tigh ¥3ks Faste] o]
A5 7709 Ado s WA o] % waky vy
dlolE|o} AW SHAES ZAgtste] Qlirdl Y
st} QI E AW SHAE H'E HolEE |
Qato] 2H L QL BAEZL gt AAdE 2H AL
QBAEE tayd YE= i, firs 2HI 9
BAEA v dloJEE FE3

& A 742 end-to-end 2o

4

¢

Ll

2

-

A=A shsEth dubAl Y WA} tEo
v glolHE dsstete] 571 H ek AR
AQFetGiT). oluf, WE31E e ofn]X] HAls
72 (Permutation)3h= W21 A elatgdtt. W53}
 HolHE 2Hshs 4-F, ZHaL o]w|A| 9] A3to]
oF7k GEpx|7] A foto 2 H o) o]z 7H

pe)

A% A F5S Btk Ak 71 digh
T 7R A3k v doE7h AL oju)x| 9
BE Aol nEA A 29E205E sk
o &, LSB #A9} 22 zhdel g mropdE A~
2 1Y volgE 598 5 gles ovld el

ok olH @ dudS fs W ElolEE it A7)

ol
O:

2e CNN 2Ej9] 27] 9 P20 nje} 2oy

vt Ea AREL s ackdE st
AL Avins) 98 ey B 2aS B v
% dolEle] £A4] o}%-8 BAskak 1 A, LSB
QY WL579% B R AHES woln ZHd
PiY FE HIE FAs

L}, GAN 7]yt
GAN 7)dke] A" 7be1efu]= GANS 23]
8% FEE ZEbe 1999} b ok Al 2]
Ao gl A&atH, AW dHolHE A=
W7 2H 3 HjolH 2 A ek WA o2 Utk



14 2023 052 ADOHED|C|O{AE

(1) 287w 92 98k A on A

Eg g4t 3

Noise

|

Generator (G)
1

Fake cover
]
Embedding

A 4

Stego

I

Steganalyzer (S) |«

Distinguisher (D)

T

’ Real cover

O 5 7 QEMEE MMst= GAN 7|Hke
AH 72T [22]

B9

GAN 725 2H| }J—JEHJM] H&3 7] AT
o], 718 59} o] LA AA YES AL 37)
o] AR 2E (

G, D, §)E A9t ¢ W4
ol A AW ol x|} H]S=gh
PR AW E AL, pE g7F AASE 7 A

HEZ Qg o

dolEg g} A4 AW HoHE JHNL T sl 7
B olux 9} WA Aw o|m XS LRI S

gt} 5= q7F AR 7P AW olml Aol HlEL H|
olHE ¥Hld (LSBe} 22 79| e ity
=)ste] e ZEaL ojwx|ek ZhA AW o]w] ]
12 ojujA|e} 7P 7AW ofu|]

g

= 16 & )\Ei

He R 5
of Wt BiE FAwt A PeRs 7
GAN®| &4 725 ARgshH, a9 pof &4
I got 59 E4E Yok ol web @9
DY) S5g Fel| Al AW oA} frAkEE o]

MAE AT 5+ A Ha, 6ot s3] H5L 5
3 G e el HAE A doleE 4
el Ek oleld WA o e b el A
#a A olnAE AT 5 gom, A A7E
ko 5 AN ARIB0)E EAg

Noise

v

Generator (G)

v

Fake cover
|
Embedding
¥
Stego

|
¢ ‘ , }

Distinguisher (D)

Steganalyzer (S)
i i

Fake cover Real cover

12 6 A LEHMES MAMsHE GAN 7|gte]
AE|7He2i T [31]

[311 [22,30]9+= Z5 th& #-olA9 AY b
ol WA 7le=s Adtstdty 19 62 AjE V=
o] HA Fx5 Kol [22]1% Y8t G, D, S
2 AT ¢7F AY HolEE A= A
& YA, DO TlEelA Afolio] EAfgT
G AolM= o7F RS 7 AW Ele]H ol
v dolElE dHdste] ZHAL oJWAIE W=
=, A o|wAE Dok sl iggtt pe 9y W
ojujx|e} HA| 7ME TEse TS
= ZE|AL o|m| x| &} ThA AW o|W|AE
= 7S A o5 Edl g= Aol A
st 74 AW Hlo]EE 7|Nko R 2H b1 )

sk 7ol el vhaat 2ol 2744 4As
oA "tk A WAlE St w ol HA| &
= A E st Blolth F WAls ZE| o

r

o ~g1

, S

_O‘L
W"*"T"ﬂ

_1

F [Jt1 ﬂllﬂl O_|_, FUE,

eAzo] AU 2H et s A
BE AAsHe Aelth B Wb, a7t 4 7t
A ANE AR AW A B FE Qo

2797 A8 E e W R4 A 718
o} frAkel A= Aol 7 718 HolH & At
= AZ oM Adh 722,301 EdEtAIRE D
9] 7S WMYshe WAoRE AHZ=1 v
A 718 HolHE AEE 5 9l



[ Random secret data ] [ Random secret data ]

Distinguisher (D)

Decoder

Generator (G)
Encoder H Stego ]

Critic (C)
Steganalyzer

!

[ Classification score ]

a2 7 AED QEMEES MAMGE GAN 7|tBte]
AHZH=Teia [32]

(2) 2H|1L
GAN 7]uke] ~H|7b=1gfyo] ik & ¥
sl

SHAEES xg/H }.4 74 ]

==

9_57_@]5% /\gxégl.% H}Al

;H,Q_ Z_\.Eﬂ =
o [32]2 o2 @k #AlellA el GAN 7|§ke] 2H|7}
way) HAlS Aokslgith

T% 7 G w=wel A ARk e AA A&
£ Bl F 319 AW BE (G, D, O= T
At ¢ 2H I onAE AAEE ¢y o
< T8¢ty p= CNN 7|8ke] 27k 9]
o] e AL o|WAERY wA%] HE dlolH &
dsh= Har] A4S gtk viAHeR o &
ojujx|e} A AW WA E 4 Wo} &
ZHTZob A 2 Ves Fdle B
Hat} 7] GANS FxoM = @ }
HE A|=2M] ARgaRA T ARE 7ol A= 7
JE o} Bl Hlo]HE Yutofof gt} o] &
3 Rdo A= GAN9| seedQ! d9 WEE
foper wd  dHolH=E ARgsilh. 1Ela
CNN 7]4ke] 2e|7be2ef ) of ARl 8 o] n]
219 vE dHolHE 3 goll gtk oy v
T HolEE 7o R ¢ ZH AL ojnAE g
o %, G-D, G-C 78 EEs E3 olwA o=
o] A ZH|Zopde|A| Aok g AH| AL o]H]

2B *@**'8}71] e}

ox
2 olf an

—

n)
o

=

flo do = ogi dlo

1L
ol

g e AndelE e Adshe BadE o
A% 5oy 2E ey A%s &
BA717) S18) AR 5

2023 052 ADOHED|C|O{AE 15

IH_E_A—IEIIL.;OI

-1 X = —
= ol A

o o

==
o

ObA] At E o7 ~H7be1Ee] V]
AAQ G Ak AR 5w A
e R

7]EolE AW vlolEle] TAA 5A4& A8

rir

(o
e

=

o >

o%
[o
>

o

AL 0.5 AV 28l HlolEE AR e 7]
S5o] AFslelgr. Ty Aol AFA% 7]
So] Wyl wel )& s beadsle) glud

S0 T7kek F4 NS 8 Held 7Nk &
H7be1ely] 71EEe] A7) Algtsksith "
] HeolEell thek H43 ey} 54
gJoug AW QHAE EX
gotatal £A4F W8S 7o ® HlojHE t%
T Stk w3k Hejd 7
G EFd el HlolH
A g glomz ofy F7o| 7H o
Joz olg dey 7)ut

Eﬂ 7hereld] 719

mlo

> rlo
—OL
=
i
T
sk
—l>
oL

o X U My o o O oL
N
ol
X
2
O,
ol
ol
=
fo [

& Fuy
G Sl ~evhecral) paEe 27l
CNN 71we] QEQITH S ALgahglont Aol
FA L S8l GAN mulo] ALgH L glom,
olsh o] A ¥ Awd A FHS 2 el
75 489 QeS¢ % ook AR e
»101 48 *EMLZFM ese AnE 43,
OB e Folut ojulA FAL 1A W W
Ag% dpgol Qgieh. et Bl V140 B4
T AYL FA] AAE AN BHE 2
e Bl - 2 B SR
58] A4E WEYAY) A9 Aol ¥R 2]
we} ekt s e sl 0
Atk webd gomi QY A5 fASHA
vEsize] SejulE 9 A BREE 4and
= geld 7)e5ol 5 2erbeads 44 )

<ol HgHolof & Aow gzt



16 2023 052 ADOHED|C|O{AE

o 2 £

a9 A S A8l G A Q= FAolth

S 1244l diolHef g
A 8grol THssAl Hof v Ak 2H
QBAES AT 5 g7 fk wEbA] "y 7]
wko] 2E7bee)d] 7S ARSSHE 7] ZH)7L
=aefu 7% AR Al S olwA] &
A& AT F A HA 2, dolEE A3
U= Held vES=Le]7] vl B v 2
A

H

af g
A BRE7E eqdnh mEbA d5ells g
S Aes Ak FelA oS ddst @ =

REFERENCES

[1] DJEBBAR, Fatiha, “Securing IoT Data Using
Steganography: A  Practical Implementation
Approach,” Electronics, 10.21: 2707, 2021.

[2] KHARI, Manju, et al., “Securing data in Internet
of Things (IoT) wusing cryptography and
steganography techniques,” IEEE Transactions
on Systems, Man, and Cybernetics: Systems,
Vol. 50, Issue 1, PP. 73-80, Jan. 2020.

[3] Akhtar, Nadeem, Pragati Johri, and Shahbaaz Khan.
"Enhancing the security and quality of LSB based
image steganography,” 2013 bth International
Conference and Computational Intelligence and
Communication Networks, Mathura, India, Sep.
2013.

[4] Jian, Chua Teck, et al., "Audio steganography
with embedded text,” /OP Conference Series:
Materials Science and Engineering, Vol. 226.
No. 1, Aug. 2017.

[6] Kim, Jaeyoung, et al, "A statistical approach for
improving the embedding capacity of block
matching based image steganography,” Journal
of Broadcast Engineering, Vol. 22, Issue 5, pp.
643-651, 2017.

[6] Kavitha, Kavita Kadam, Ashwini Koshti, and
Priva Dunghav, "Steganography using least
significant bit algorithm,” International Journal
of Engineering FResearch and Applications

(IJERA), Vol. 2, Issue 3, pp. 2248-9622,
May-Jun 2012.

[71 Gupta, Shailender, Ankur Goyal, and Bharat
Bhushan, "Information hiding using least
significant bit steganography and cryptography,”
International Journal of Modern Education and
Computer Science, 4.6: 27, Jun. 2012.

[8] Wu, Da-Chun, and Wen-Hsiang Tsai, "A
steganographic  method for images by
pixel-value differencing,” Pattern recognition
letters, Vol. 24, Issues 9 - 10, pp. 1613-1626, Jun.
2003.

[9] Nurdiyanto, Heri, et al, "Enhanced pixel value
differencing  steganography with government
standard algorithm,” 2017 3rd International
Conference  on  Science  in  Information
Technology  (ICSITech); Bandung, Indonesia,
Oct. 2017.

[10] H-C. Wu, et al, “Image steganographic scheme
based on pixel-value differencing and LSB
replacement methods,” IEE  Proceedings—Vision,
Image and Signal Processing, Vol. 152, Issues 5,
pp. 611-615, Oct. 2005.

[11] C-H  Yang, et al, “Capacity-raising
steganography using multi-pixel differencing and
pixel-value shifting operations,” Fundamenta
Informaticae, vol. 98, no. 2-3, pp. 321- 336, 2010.

[12] V. Holub and J. Fridrich, “Designing
steganographic distortion using directional filters,”
2012 [EEE International Workshop on Iniormation
Forensics and Security(WIFS), Vol2, pp. 234 -
239, 2012.

[13] Holub, V.  Fridrich, J, “Digital image
steganography  using  universal  distortion,”
Proceedings of the First ACM Workshop on
Inormation Hiding and Multimedia Security;, pp.
59 - 68, Montpellier, France, Jun. 2013.

[14] Nam, Soo-Tai and Chan-Yong Jin, "Rebuilding
of Image Compression Algorithm Based on the
DCT (discrete cosine transform),” Journal of the
Korea Institute of  Information and
Communication Engineering, vol. 23, no. 1, pp.
84-89, 2019.

[15] Sahar A. El_Rahman, “A comparative analysis
of 1image steganography based on DCT
algorithm and steganography tool to hide nuclear
reactors confidential information,” Computers &
FElectrical Engineering, Vol. 70, pp. 380-399,
Aug. 2018.

[16] Dr. Ekta Walia, Payal Jain, Navdeep, “An
Analysis of LSB & DCT based Steganography,”
Global  Journal of Computer Science and
1echnology; Vol. 10, Issue 1, pp.4-8, Apr. 2010.



[171 AMRaid, WMEKhedr, M. A. El-dosuky and
Wesam Ahmed, “Jpeg Image Compression Using
Discrete Cosine Transform - A Survey,”
International Journal of Computer Science &
Engineering Survey(IJCSES), Vol. 5, No. 2, Apr.
2014.

[18] R. Reininger and J. Gibson, “Distributions of the
Two-Dimensional DCT Coefficients for Images,”
IEEE Transactions on Communications, Vol. 31,
Issue 6, pp. 835-839, Jun. 1983.

[19] Ken Cabeen, Peter Gent, “Image Compression
and the Discrete Cosine Transform,”

[20] Baluja, Shumeet, "Hiding images in plain sight:
Deep  steganography,” Advances in  neural
Information processing systems 30, 2017.

[21] Albawi, Saad, Tareq Abed Mohammed and Saad
Al-Zawi, "Understanding of a convolutional neural
network” 2017  iternational — conference  on
engineering and techmology (ICET). pp. 1-6, Antalya,
Turkey, Aug. 2017.

[22] Volkhonskiy, Denis, Ivan Nazarov and Evgeny
Burnaev, "Steganographic generative adversarial
networks,” Twelfth international conference on
machine vision (ICMV 2019), Vol. 11433, pp.
991-1005, Jan. 2020.

[23] Goodfellow, Ian, et al., "Generative adversarial
networks,” Communications of the ACM, Vol
63, no. 11, pp. 139-144, Oct. 2020.

[24] Wu, Pin, Yang Yang and Xiaogiang Li,
"Stegnet: Mega image steganography capacity
with  deep  convolutional network,” Future
Internet, Vol. 10, Issue 6, pp. 24, Jun. 2018.

[25] Srivastava, et al, "Highway networks,”
arXiv:1505.00387, Nov. 2015.

[26] He, Kaiming, et al., "Deep residual learning for
image recognition,” Proceedings of the [EEE
conference on computer Vvision and pattern
recognition, pp. 770-778, Las Vegas, NV, USA,
Jun. 2016.

[27] Szegedy, Christian, et al, “Rethinking the inception
architecture for computer vision,” 2016 IEEE
Conterence on Computer Vision and Pattern
Recognition (CVPR), pp. 2818-2826, Las Vegas,
NV, USA, Jun. 2016.

[28] Kingma, Diederik P. and Max Welling, "An
introduction to variational
autoencoders,” Foundations and Trends® in
Machine Learning, Vol. 12, No. 4, pp. 307-392,
Nov. 2019.

[29] Baluja, Shumeet, "Hiding images within images,”
IEEE transactions on pattern analysis and machine
intelligence, Vol. 42, Issue 7, pp. 1685-1697, Feb.
2019.

2023 052 ADOHED|C|O{AE 17

[30] Shi, Haichao, et al., "SSGAN: Secure steganography
based on generative adversarial
networks,” Advances n Multimedia [normation
Processing -PCM 2017, pp. 534-544, Harbin, China,
September 28-29, 2017.

[31] WANG, Yaojie, Ke NIU and Xiaoyuan YANG,
"Information hiding scheme based on generative
adversarial network,” Journal of Computer
Applications, Vol. 38, Issue 10, pp. 2923-2928
2018.

[32] Zhang, Kevin Alex, et al, "SteganoGAN: High
capacity 1image steganography with GANSs,”
arXiv:1901.03892, 2019.



PSP

Tor

Ho

—

HE
T

=

ol

= of
7o M

N n o

2022

2022

o

Ho

w
HE

k]
3 AL E4.

201611 24:

3t

2012 24
2017 3

20234 058 AODEO|C|IO{ XN

18

KA
B T
= & ol
%0 %0 OF
R
L
%5

<R
udww_ﬂﬂ
N
NV

2023



