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Abstract

To monitor process behavior within containers and analyze incoming network packets, various studies have been
conducted. Research has explored methods such as agent-based installations and analysis through separate instances.
However, these approaches have been limited by delays in processing speed. Furthermore, existing papers often rely on
custom-implemented system call monitoring tools, which are inefficient and difficult to utilize. This paper proposes a
method using eBPF to overcome these limitations, minimizing the impact on processing speed while monitoring both
process behavior and diverse network packets. Because eBPF is installed and processed within the host kernel, it offers
superior processing speed compared to conventional methods. To leverage eBPF, we modified existing code from the Bec
tool to trace all TCP packets for comprehensive packet analysis. We also developed a container system call tracing tool
using the execsnoop tool provided by eBPF. This tool performs PPID-based system call tracing for newly created
processes and monitors their commands. By doing so, we have implemented a system that can detect processes exhibiting
anomalous behavior.
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Metric name Description
cpu/usage Cumulative CPU usage on all cores
cpu/request CPU request (the guaranteed amount of resources) in millicores

cpu/usage-rate CPU usage on all cores in millicores
cpu/limit CPU hard limit in millicores
memory/usage Total memory usage
memory /request Memory request (the guaranteed amount of resources) in bytes
memory/limit Memory hard limit in bytes
memory/working-set Total working set usage Working set is the memory
being used and not easily dropped by the kernel
memory/cache Cache memory usage
memory /rss RSS memory usage
memory,/page-faults Number of page faults

memory /page-faults-rate | Number of page faults per second
network/rx | Cumulative number of bytes received over the network

network,/rx-rate Number of bytes received over the network per second

network/rx-errors Cumulative number of errors while receiving over the network

network/rx-errors-rate Number of errors while receiving over the network per second

network /tx Cumulative number of bytes sent over the network

network/tx-rate Number of bytes sent over the network per second

network/tx-errors Cumulative number of errors while sending over the network

network/tx-errors-rate Number of errors while sending over the network

12l 2, System call Information from Container
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