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(Attestation on User’s Ownership of Selected Personal Information
using Bitcoin—like Transactions on a Blockchain)
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Abstract

Whenever the databases of portals or websites are breached and personal information is leaked,
attention turns to strengthening server security. However, as long as websites continue storing
members’ personal information on its own, it is difficult to resolve the problem at its root. This
paper proposes a method that leverages a chaining of blockchain transaction outputs, adopting
Bitcoin-like transactions, to allow users to selectively prove only the essential personal information
elements required by a service provider. The service provider's authentication server retains no
user information, yet can still verify that the presented information is correct and that the presenter
is the legitimate owner of that information. Furthermore, during the verification process, the
confidentiality of each information element’s value is guaranteed, and the verification records are
permanently stored as transactions on the blockchain. These records can be checked at any time

in the future.
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