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Abstract

With the proliferation of IoT technologies and the deployment of edge Al systems, sensitive data
are being collected and processed in real time. However, such data are exposed to security threats
during transmission and storage, and applying security functions in resource-constrained gateways
often leads to performance degradation. Previous studies have utilized hardware security features
but have not sufficiently considered performance limitations. This paper proposes a security
connectivity framework to ensure data confidentiality and integrity in OneM2M-based edge Al
systems. The proposed approach analyzes data flows to classify protected and general data, and
integrates a Trusted Execution Environment (TEE) to perform encryption and integrity
verification, thereby achieving both security and efficiency. An implemented platform is used to
measure the performance degradation caused by hardware security functions and to evaluate the

performance improvements achieved with the proposed method.

M keywords : Edge Al ; OneM2M ; Trusted Execution Environment ; Security Connectivity Framework
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etc.), New data x
1: function ONDEVICEREGISTER(D)

fr

2 Initialize D.integrity —
Evaluatelntegrity(D.securitySupport)
3: Initialize D.confidentiality —

EvaluateConfidentiality(D.type)
4 Initialize D.reliability « 1.0 » start with max reliability
5 D.startTime «— now() o for reliability decay
6 end function
7: function ONDATARECEIVED(x from device D)
8; t «— hoursSince(D.startTime)
9. D.reliability « e™** » update reliability (MTTF-based)
10: I « D.integrity
1 C « D.confidentiality
12 R « D.reliability

13: S w;-I+w. C+w, R v calculate sensitivity score

14: if S > threshold then

15: SecureStore.EncryptAndSave(x) & invoke TEE for
sensitive data

16: SendToCloud(x, encrypted=True)

17: else

18: LocalDB.Save(x) &> store in normal world

19: SendToCloud(x, encrypted=False)

20: end if

21: end function
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