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Abstract

As cyber threats become increasingly sophisticated and diverse, the traditional perimeter-based security model has
revealed its inherent limitations. In response, the Zero Trust security model —based on the principle of “never trust, always
verify” —has emerged as a new paradigm, with various international standards and academic studies presenting elements
such as policies, security controls, maturity models, and evaluation criteria. However, for practical organizational adoption,
it is essential to comprehensively analyze these materials and establish technically integrated implementation criteria. In
particular, although domestic Zero Trust guidelines present numerous items, they lack the depth and breadth of major
U.S. standards in terms of technical implementation and evaluation effectiveness. This paper comparatively analyzes
major Zero Trust-related documents in terms of structure, objectives, application methods, and technical requirements,
and proposes an approach for constructing a consistent, technology-based adoption evaluation checklist centered on
practical implementation feasibility. Through the proposed checklist construction methodology, it is expected that
organizations will be able to establish concrete and practical standards for Zero Trust adoption and security assessment
in the future.
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