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1: FV ExtractFeature(Content)                  ← 

특징 벡터 생성   AI 

2: if Mode = Register then

3:      CID IPFS.Store(FV)← 

4:      SmartContract.Register(CID, Hash(FV))

5:      return “Registered”

6: else if Mode = Verify then

7:      (CID_ref, H_ref) SmartContract.GetMeta()← 

8:      FV_ref IPFS.Load(CID_ref)← 

9:      result (Similarity(FV, FV_ref) ← ≥ 

          Threshold) ? “Authentic” : “Tampered”

10:     SmartContract.Record(result)

11:     return result 
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변조 유형
해시 기반 
검증(MD5
/SHA256)

제안 기법 
(CNN·Autoencoder)

재인코딩
(Re-encoding)

0% 98.7%

압축률 변경
(Compression 

Change)
0% 97.9%

해상도 변경
(Down/Up-scaling)

0% 97.5%

색상 조정
(Color Adjustment)

0% 95.3%

부분 영역 교체
(Region Editing)

0% 99.1%

추가Blur/Mosaic 0% 96.8%
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