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Abstract

As the security of existing digital signatures (such as RSA and ECDSA) is threatened by the
development of quantum computing, NIST finalized the Post-Quantum Cryptography (PQC)
standard through FIPS 203, 204, and 205 in 2024. Among these, FIPS 205 (SLH-DSA)
adopted SPHINCS+, a hash-based digital signature, to establish a security foundation that is
independent from lattice-based digital signatures. This paper analyzes the structural
characteristics and technological trends of hash-based digital signatures since the NIST PQC
standardization, and examines the latest directions for improvement, such as SPHINCS-a and
SPHINCS+C, and FPGA and GPU-based acceleration research. In addition, the results of
comparing SPHINCS+, XMSS, and LMS in terms of performance, structure, and security show
that SPHINCS+ provides high long-term security but low efficiency, while XMSS and LMS are
practical in terms of small signature size and fast speed but require state management. Future
research is expected to focus on balancing security and efficiency, lightweighting, parameter
optimization, and hardware acceleration.
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