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Abstract

APT attacks pursue diverse objectives such as data espionage, system destruction, and financial
gain, exhibiting structurally distinct attack patterns for each scenario. Existing research based on
homogeneous graphs fails to adequately capture the heterogeneous nature of attacks, and studies
on automatic scenario classification are nearly absent. This study proposes a methodology that
automatically constructs heterogeneous knowledge graphs from APT reports and classifies
scenarios using Heterogeneous Graph Transformer (HGT). Heterogeneous knowledge graphs were
built through SecureBERT-based entity extraction and rule-based relation extraction, and
scenario-specific structural patterns were learned using HGT’s meta-relation-based attention
mechanism. The proposed method achieved 91.4% accuracy and 87.2% macro-F1 on 6,127
campaigns, outperforming GCN, GAT, HAN, and R-GCN by up to 10.7%.
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— = Accuracy Macro—F1 Weighted—F1

= 3 (%) (%) (%)
GCN T 78.3 £ 1.2 68.4 + 1.8 761 + 1.4
GAT 5 81.5 £ 0.9 72.6 + 1.5 794 £ 1.1
HAN olF 85.2 £ 0.8 78.3 £ 1.2 83.7 £ 0.9
R-GCN ol 86.7 £ 0.7 80.1 + 1.1 85.2 £ 0.8
HGT(AIREELE) °olIF 91.4 £ 0.5 87.2 £ 0.9 90.1 + 0.6
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AL B W (%) %)
Ransomware Campaign 449 97.5 98.1 97.8
Data Espionage 337 94.2 94.8 94.5
Credential Harvesting 205 91.5 90.5 91.0
Cryptojacking 97 87.6 86.4 87.0
Destructive Attack 58 84.8 83.2 84.0
Botnet Recruitment 51 81.5 80.5 81.0
Supply Chain Attack 29 76.2 74.0 75.1
. (Macro) - 87.6 86.8 87.2
Bt (Weighted) - 91.8 91.5 91.6
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