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(A Blockchain—based Verification of User’s Information using Merkle Roots
by a Server that Only Stores Unidentifiable but Utilizable Information)
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Abstract

Recent large-scale server hacking incidents, such as the Coupang case, demonstrate that security breaches are likely
to recur as long as websites continue to require user registration and store extensive personal information. Even with
strengthened server-side security, these incidents remain inevitable, indicating the need for a fundamental shift in
approaches to personal data protection. We propose a novel scheme in which servers retain only unidentifiable information
while still enabling personalized services such as the analysis of individual service usage and purchase patterns. User
mformation verification required for service provision is securely and quickly executed by a verifying server. The scheme
utilizes only the Merkle root of blockchain transactions to verify user information elements without the use of information
in the server. Verification records are immutably stored on the blockchain, allowing both service providers and users to
retrieve tamper-resistant verification logs at any time without the risk of data loss.
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