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Abstract

Modern industrial infrastructures have blurred resource boundaries due to the expansion of cloud
environments and distributed work models, revealing the limitations of traditional perimeter—based
security models. Perimeter-based security models are vulnerable to internal threats and bypass
attacks, and to address these limitations, research and standardization efforts on the Zero
Trust(ZT) security model have been actively pursued internationally. Zero Trust operates under the
assumption that attackers may exist within the network perimeter and addresses internal threats
and bypass attacks through continuous verification and the application of the principle of least
privilege. This study serves as foundational research for the application of Zero Trust standards
in Korea and conducts a comparative analysis of key elements of overseas ZT standards based on
the Zero Trust Architecture(ZTA) defined in NIST SP 800-207, including ZTA implementation,
cybersecurity risk management, U.S. federal data security, and methodologies for Zero Trust policy
development. Through this analysis, the study derives common elements and distinguishing
characteristics of overseas ZT standards and presents reference guidelines for the establishment
and application of domestic Zero Trust standards.
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