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Abstract

Reinforcement learning (RL)-based approaches for dynamically tuning blockchain consensus
protocol parameters have shown promising performance gains, but ensuring safety during learning
remains a challenge. This study proposes a Safe RL framework that integrates an SMT
(Satisfiability Modulo Theories)-based Safety Shield into the DQN (Deep Q-Network) training loop
and validates it in a QuadTree-based Hybrid Consensus (QBHC) environment. Results show that
the safety shield eliminates consensus safety violations while improving transaction throughput.
The Z3 SMT-based verifier and a rule-based polynomial approximation verifier yield identical
results but differ significantly in latency. The DQN agent learns safety—aware policies and
outperforms static policies under dynamic loads, suggesting that formal verification-based safety
shields can ensure both safety and performance while guiding inherently safe policy learning.
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P1~P54 4 —?17} Ag FeHelnm 73
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Ol
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4. ShieldZ HZ X|dAZE (Olo|32x, M= 25003 £F)
Shield Mean | Median | P95 P99 Max
NoShield 0.47 0.46 0.50 0.63 14.6
RuleBased | 0.93 0.88 1.04 1.71 10.0
73 8,232 | 8167 | 8741 | 9,159 | 53,958

RuleBasedShield®] 3 7
npo] A= %2, NoShield tu] oF 2u]<] oW 3| =
TS Fhsk P99 A AR 171 whe] AR %
of E¥sto], e a‘m"rt A ZHES ) e
Z)3} Hlaskd FA & Qle FEo|th

Z3Shield®] S+ A AA|7HE 8232 mfo] AR %
(¢F 82 ¥el%)&, RuleBasedShield ti®] <F
83008 =gth 73 &wel A9 m%(IQR:
8,069-8310 mlolaA R %)= Fol dad 4%

wolu} Huizk 53958 mho] L& (2 54 %16153)
o] Fer3 o] A7t 274(0.1%) BEE AL o]
oA = Z3 iﬂm %713} H]§ = spH A 2
FE). o)de] A= o)
B v}o]za}ou Ml*é S SRS g B

S A AAZE2 093
o

9H o

RuleBasedShield =

2 R
2z SEel ANQ 450

3. DQN &}

)

PN
T4

73Shield 3}l 4] DQN ool A E 9] &<r 48

& 57 A=l AA A e

E 5 ASY 3 5F 24

A=(Seed) 4 dgi= AZ R A4
42 31 77.22
123 32 43.36
456 15 81.62
789 38 79.37
1024 0 78.16

S WAL 10 AT RE 0BT 4 W
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0.1 olat= sHA3tx= Hx Aoz Aol
Uh A= 42, 123, 456, 7892] 47) A== o 3] A
= 15-38 W fJellA sk, 50,000 EF 5 9
gk dlite] SRES s HAE(e)
oF ¥ A 27004 FHE gk 0.0500 s,
H AJH Y oiEF A X g,

ANE 10245 9 Ay ATt 002 7|25
th o= gt Z7IHH olm] ¢y o] oy
g} 3 WA Q=g A= 1-10 vs 11-20)
o] o] x¥yt Aol Mol 38 wHko|3l7]
ol AA R A= 10242 7] ol v AE BHA
& 1246004 +1.17HA] & FARS BYoy, 7
AE5-9] Hyto] $-438] vzt 4 =&
7] FF8Ak HAE R Hit 78160
ANE(T7-82)¢F 553 FFolBR g5 A=
A om PHAQom o] 4 ol FH
71k 5 g o] AR olsE 4 QT

A E 4562 A I A 15004 7HE wEA] ¢
HAsle] #HF 1A 81625 243N AL, A= 789
= o9 AE 3RAAA 7HE =4 FHE oY F
T XA 79372 Y5 AyE BTk vEE A
= 1232 HF B Hito] 433602 UE A=
(77-82)°l M]3 FA 3] k) A= 1239 ShsF
AAS AR st 27] dIARE 194 B

A -47220) FRA S BR F Fa A7
)

2
Ao BAHEG. ER % 2719 okl A=
7 47

B 4816, A= 1239] o 9] 4= 5994 -151.9
ol etk sk kS A Fststr] 4
3 H: 20 ol v a=e] B WEAFCV)E F
Ak A, A= 42(CV=0.04)¢t 456(CV=0.04)%t
ol Aol A= 123(CV=0.58),

789(CV=0.92), 1024(CV=046)= #3487+
(CV>02)& o33t A= 789 <

o] Byzantine Surge T-3Foll A A4 b A
= Adks fdshes 732 Ao, v Al

=002 WY 41 Ao weer

4. 734 v]al: Phased #-&

S48 DON mas xgste] A g

phase® A5< W3kt

X 6. Phase® DQN vs Static vs Random &< H|w

271 DQN | Static | Delta DN Static Deta
= TPS TPS TPS Reward | Reward | Reward

Baseline 4.0 4.0 +0.0% | +0.088 | +0.088 | +0.000

Load
Ramp

15.8 10.0 | +380% | +0673 | +0.378 | +0.294

Jitter
Under 16.2 10.0 | #20% | —0212 | —0517 | +0.305
Load

Calm
Before 4.0 10.0 —800% | +0.067 | +0.376 | —0.309
Storm

Byzantine
Surge

Recovery 4.0 10.0 | 600% | +0.082 | +0.375 | —0.293

16.0 10.0 | +#00% | —0017 | —0.113 | +0.096

| m= pon Static  m== Randor

Throughput (TPS)
3

Reward
L L L S
> = b o
s
1%
ER
)
]

38 1. Phase® F& | (A) X2[2HTPS), (B)
oTa~= 24

DOQN2 2=Ed 2 F7HLoad Ramp, Jitter
Under Load, Byzantine Surge)ol* TPSE
1581622 =9 Static(10.0) thH] 58-62%<] *
2% F4S 245 TE Load Rampoll A1) B
A} 2Fo](+0.294) ¢} Jitter Under Loadoll 4] .
2}l (+0.305)= DQNo| F-sf F7F sjelS 3

Wi



o] aHHoR dIIAeS HERILL
Byzantine Surge°| A% DQN9] HAFo] Static
tiE] 0.096 o, &2 Aol Ae] A4 &
TS #F0e # AdAH 53] Calm Before
Storm — Byzantine Surge #%+ A DQN2] X
Al deltai= +0.487%1 whH  Statice -0.497%,
DQONo] &7 = Agto] ojn] FH|H AEHdS
HolETh

TH3 DON 4 39| 3%
I, A sl 97.8%7F 35 (NOOP) o]
lg}eE] M7 Y52 Load Ramp 3tol] &
(84 A5 87%)HNom, A 57H Tt
M= 1.2% o]ttt A= Zlo] WAL o 3
%= A ¢kol, DQN©] depth=18 413}
A TPS Ao 7 Agah= HAa /i A=k
= & Uk o= DQNeo ] g7 o]
[e]

B 3y =

B o=
BYXE FA3

O{N—Qnﬁ

-
=

_>‘i o E r}L

¢+ -7H(Calm Before Storm, Recovery)ell A
= DQN2] TPS7} 4.02.% Static(10.0) B.t} B3
t} DQNe] 3} 7ha girelA Bpr o 3
Eat= A B4 (policy inertia)S H.Q1 Zlo]H,
WAL o A Eoll o)A QIAE Bt B
gk o] 7191gheh vk o] A4S Tl &
Aol @AV obd B AA(reward
engineering) <Alo|t} $HH QFY F-7lo| A Q]
S TPSw= 4E 8k jn] A AF-3 A
Ao, o= o] F

A 7 EHZE A3 DON< Random UjH]
90.98%°] dEE $HE EIJL(HT Aol
+0.242, HDI [0.139, 0.346]), Static= Random t}
b 0906%9] BEE 9% ueth DQN
Static 7Fe] AA B Aol ek 25 64.76%
2 FAA o4& AgA oo, ~EY A

20261 06¥ AOLED|C|O{X|'E 109

FRe] $-919 o1y kel D917k AA| Bt
A RS Aol

5. Safety Constraint | 3}

E 7 ¥HY ASH oF AS REE (%)

- Seed | Seed | Seed | Seed | Seed
34 42 123 456 789 | 1024 K

DQN 0.0 22.0 0.0 0.0 0.0 4.4

Random | 25.0 | 21.4 | 29.3 | 29.7 | 354 | 28.2

Static 0.0 0.0 0.0 0.0 0.0 0.0

DQNe®| AA Fit AdES 44%°|H, A=
1239] 22.0%7} o] A& Aujgr}, v A 470
A E=(42, 456, 789, 1024)ol - = pete] ¢ g+ 21
T 3ASHA] ekl DQNe] TPSE 4914 162
2 FHoR A%t A54 AAE sdsid
}\11: o}x-] /\11:/] ;q]ok A S}
g5 AAE Fyete AAS 553 Zolth

Static A 22 0.0% 2AFTE-2> 114 TPS=109]
A b W9 Hell e B R oS Thesh A
. DON& 35 318 A=4o2 gty
ME 4/5 A=A 0%E S ATk HolA &
o2 t}h2t} Random A & 2] 282% #¢k& 3}
sk, DQNS| b Aok WAls}t v% F
=zt

A= 1239] 494 a5 d Al
do] Byzantine Surge T-7Foll A
A skt Aot} A= 1239 Byzantine
Surge 7+ ®HALS 08230%, TE A=

©

=] DON

DRI

ng b

(+0.179 ~ +0.189)¢} T Aol & R 1 A
o yods BAsd, A= 1238 Byzantine

Surge 40025 AA7}F AbdE o] s -7 2k
E0] 100%° =3} a2, Calm Before Stormel A
3271(10%), Recoveryelxl 87 (25%)°] F7t&
2 E Ak o]= A= 1232 DQNe] Byzantine
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sensitivity) & R+ 232 ¢
E X robust training 78S &
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Y45 Edol= 0xo] B

%g Zﬂi i}%é}
9.78 TPSZ S718tY). &9 28
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A= b §ke] A3 g ¥ (cascading effect) 7}

Aerel 7150 gS GEs) uol
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2 345 AsIE B, AN 4EL
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DQN<e| =4 TPS 70| FAd v A=
FFE FET Q7 vk TPS9} Jain 344
A4 Atol9] Pearson AT E DQNoI A
r=-0.25, RandomolA r=-0.44%, DQNo]
Random tj¥] ARt F£Fo 344 v o=
TPS A 3t5 24 3st3th DQNe| TPS -3t
(TPS>15) A% Jain A5+ 0.86 o]/ 4]
sto], A FAHA Abolo] Edols @27}
AE&Ho g F& 7 Helel ASS gelst

AMHEEZ T
ATt

2. Z3-RuleBased &2 2713} A

P1-P5oll el &= 73 7|9k SMT H=¢}
RuleBased 2 =9 X4 o] $AE9] 5
Ay K54 ez 54 %é}v}% Hell A 7]

olstt}. 73 SMT &H7F #As= =g Az
RuleBased”} 88h= A4 Ak& a7} o] <
Ao A= F8tx o7 Zrlolt). it o]y B
242 P1-P59} quadtree depth < 2 A7 =f
ghe v, EE} 234 xR e o—r0ﬂ~ 2}
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