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Abstract

This study proposes a priority-based security design framework for IoT wireless devices based on the
European Union (EU) cybersecurity certification standard EN 18031-1. Unlike previous studies that have
primarily focused on enumerating security requirements or conducting policy-oriented analyses, this
research quantitatively derives the relative importance of certification evaluation criteria by applying the
Analytic Hierarchy Process (AHP) based on assessments from cybersecurity testing and evaluation
experts. The analysis results indicate that access control (0.284), secure communication (0.227), and
authentication mechanisms (0.202) are the most critical design elements, with the top three factors
accounting for 71.3% of the overall importance. Based on these derived priorities, the study applies the
results to the Secure Development Lifecycle (SDL) process defined in IEC 62443-4-1 and proposes a
three-tier security design framework consisting of Core, Enhanced, and Basic levels. In the proposed
framework, access control, authentication, and secure communication are classified as mandatory
implementation items (Core), while update management, resilience, and key management are categorized
as priority enhancement items (Enhanced). The remaining requirements, including logging and
verification functions, are classified as basic compliance items (Basic). Furthermore, the framework
presents systematic security design guidelines by linking these categories to the eight-stage SDL
development process. The proposed framework improves certification compliance efficiency in
resource—-constrained environments and supports the systematic integration of prioritized security
requirements during the early stages of IoT device development.
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