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Abstract

Integrating 1.25 - 2.5-MW water electrolysis power conversion systems (PCSs) with supervisory
networks is critical for carbon neutrality, yet Modbus TCP’s plaintext architecture exposes these
systems to cyber threats like data sniffing. While Transport Layer Security (TLS) mitigates these
risks, its cryptographic overhead exacerbates latency, creating a severe bottleneck for real-time
embedded control. To address this, this article proposes a lightweight secure communication
architecture tailored for real-time operations. Empirical evaluations comprising 10,000 benchmark
iterations on a Z840 testbed elucidate that a bulk transfer scheme aggregating multiple payloads
structurally neutralizes the fixed encryption overhead inherent in single-transfer mechanisms.
Furthermore, integrating an Elliptic Curve Digital Signature Algorithm (ECDSA) suite
deterministically guarantees a control cycle under 10 ms in conventional polling environments. This
optimization model will be ported to next-generation 64-bit platforms for quantitative reliability

validation via static and dynamic analyses.

M keywords : Water Electrolysis Control Network ; Modbus TCP Security ; TLS 1.2 Overhead ; Simulation Testbed ;
Lightweight Cryptography (ECDSA)
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