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Abstract

This paper is a study on the hardware implementation of the encryption and decryption block of the lightweight
block cipher algorithm LEA which can be used for tiny devices in IoT environment. It accepts all secret keys with
128 bit, 192 bit, and 256 bit sizes and aims at the integrated implementation of encryption and decryption functions.
It describes design results of applying pipeline method for performance enhancement. When a decryption function
is executed, round keys are used in reverse order of encryption function. An efficient hardware implementation
method for minimizing performance degradation are suggested. Considering the number of rounds are 24, 28, or
32 times according to the size of secret keys, pipeline of LEA is implemented so that 4 round function operations
are executed in each pipeline stage.
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