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Abstract

According to the occurrence of many security incidents, the SOC(Security Operation Center) and SIEM(Security

Information & Event Management) are concentrated recently. The various studies and commercial products of the

information security industry are being released. As reflected in this situation, NIST in the US is publishing and

revising the document about the Cybersecurity Framework. In this study, we investigated the NIST's Cyberseurity

Framework, trends in SOC and SIEM security technologies and solutions, and also introduce the open source

Apache Metron of a real-time Bigdata security tool.

B keywords : Cybersecurity Framework; SOC(Security Operation Center); SIEM(Security Information & Event

Management); NIST(National Institute of Standards and Technology)
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