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(An Efficient Decoy File Placement Method for Detecting Ransomware)

ojFl<e’, Z&l°, oldser, ExX|gH”

—

(Jinwoo Lee, Yongmin Kim, Jeonghwan Lee, Jiman Hong)

) 2= A5 BHASKE BR D) ST RIAA 5 J1E St olAY B 58 =g 5
Z Ao

A3 el Wi nnaCFthor L *Jo %*n Alol= C7} °‘E1”°ﬂ ant 5101 Aol HolH & &AL
A

) 71 @Ale) B4 B9 QP e 54 A9E A ATIA dolelilelaE Bastel BAa)
Axslolst T B2 nolk A% W7l AR e Aol wAa

o 71% = i zpgkehs Aol off& 4= glrk uebA
el 712 Aol st ARl A shde] Htehal Fabek WAl A ste] 7] stdS A ste] dAd e o]
& gAske PS Agdth Ee Ajkehs oz dddols Bxsta Adsle A9S Pt

Abstract

Ransomware is a malicious program code evolved into various forms of attack. Unlike traditional
Ransomware that is being spread out using email attachments or infected websites, a new type of
Ransomware, such as WannaCryptor, may corrupt files just for being connected to the Internet. Due
to global Ransomware damage, there are many studies conducted to detect and defense Ransomware.
However, existing research on Ransomware detection only uses Ransomware signature database or
monitors specific behavior of process. Additionally, existing Ransomware detection methods hardly
detect and defense a new Ransomware that behaves differently from the traditional ones. In this paper,
we propose a method to detect Ransomware by arranging decoy files and analyzing the method how
Ransomware accesses and operates files in the file system. Also, we conduct experiments using
proposed method and provide the results of detection and defense of Ransomware in this paper.

B keywords : Ransomware Analysis; Ransomware Detection; Decoy File
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1 procedure TraverseDirectory(dirPath)

2 validExtensions <- list of file extensions

3 subDirs = getSubdirectory(dirPath)

4 fileList = getFilelist(dirPath)

5

6 for each file in fileList do :

7 extension = getExtension(file)

8 if extension in validExtensions then :

9 encryptFile(file)

10

11 for each directory in subDirs do :

12 TraverseDirectory(directory)
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1 procedure WritelnPlace(filePath)

2 tmpFile = CreateTmpFile()

3 encryptFile = Open(filePath)

4

5 while true do :

6 data = Read(encryptFile)

7 if data == null then :

8 break;

9 encryptedData = Encrypt(data)

1? Write(tmpFile, encryptedData);

12 while true do :

13 data = Read(tmpFile)

14 if data == null then :

15 break;

lg Write(encryptFile, data);

18 Close(tmpFile)

Close(encryptFile)
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1 | procedure RenameAndEncrypt(filePath)
2 tmpFilePath = GetTmpFileName()
3 RenamekFile(filePath, tmpFilePath)
4 tmpFile = CreateTmpFile()

5 encryptFile = Open(tmpFilePath)
6

7 while true do :

8 data = Read(encryptFile)

9 if data == null then :

10 break;

11 encryptedData = encrypt(data)
12 Write(tmpFile, encryptedData)
13

14 while true do :

15 data = Read(tmpFile)

16 if data == null then :

17 break;

18 Write(encryptFile, data)

19

20 Close(tmpfFile)

21 Close(encryptFile)

22 RenameFile(tmpFilePath, filePath + rswareExt)
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1 | procedure CreateEncryptAndDelete(filePath)

2 newFile = CreateTmpFile(filePath+rswareExt)

3 originalFile = Open(filePath)

4

5 while true do :

6 data = Read(originalFile)

7 if data == null then :

8 break;

9 encryptedData = Encrypt(data)

10 Write(newFile, encryptedData)

11

12 Close(newfFile)

13 Close(originalFile)

12l 5, ‘create-encrypt-and-delete’ 2tS 5} ghH
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1 procedure MakeDecoy(smDecoy, IgDecoy, n) 1. odFol AtSeE A 2
2 userNames = GetSystemUserName(ALLUSER)
3 = GetStartOfWord(); T AH
4 ew = GetEndOfWord(); CPU Intel(R) Core(TM) 15-6600 CPU @ 3.30GHz
5 startFolder = {"C;/", "C:/Users/"} e EE] DDR4 16GB
6 === [hob SSD 256GB, HDD 178
7 for each name in userNames do : AHMK | Windows 10 Home 64bit
8 startFolder+="C:/Users/"+name+"/Desktop/" CPU 1 Core
9 startFolder+="C:/Users/"+name+"/Documents/" Hae =2 2GB
10 startFolder+="C:/Users/"+name+"/Favorites/" ~~ | HDD 30GB
11 MK | Windows 7 ultimate 64bit
12 for each path in startFolder do : JHAIDY Al 5 VMware Workstation
13 MakeFolder(path +sw) °TE [ HH 1257
14 MakeFolder(path+ew)
15
16 fori=1tondo: 2 =l AE Algkehs 7ol ol E Js glo] Ad
17 MakeDecoy(path+sw+i+".doc",smDecoy) L _ . e _
18 MakeDecoy(path+ew+i+".doc",smDecoy) Skl dvh GabRlA] A Aljkehs 7 e a8
19 MakeDecoy(path+sw+"/"+sw+i+".doc",smDecoy) dolH 7] 95t} WA o7t AE Wl s EE Hd 4
20 MakeDecoy(path+ew+"/"+ew+i+".doc",smDeco: B} .
21 Vpathvrews /rew Y 9 F %2 2990, Td Aol Y FERE AT
22 MakeDecoy(path+sw+"large"+i+".doc", IgDecoy) & e w7ix] 29 A7RS Z2A e
23

24 MakeDecoy("C;/"+sw+"/Recent.doc", IgDecoy)
25 new Thread(RegularlyUpdateDecoyFile,
26 "C:/"+sw+"/Recent.doc")

28 new Thread(RandomizeMonitoring)
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