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(A Study on Modified Consensus Algorithm Considering Private Blockchain
Environment-based User Environment)
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Abstract

Recently there have been increasing attempts to apply blockchains to businesses and public institutions.
Blockchain is a distributed shared ledger with excellent transparency and security of data and through consensus
algorithm, the same data can be shared to all nodes in order.

In this paper, Modified PBFT which does not modify the PBFT consensus algorithm is proposed. MPBEFT is able
to tolerate Byzantine faults on a private blockchain on an asynchronous network. Even with the increase of
participating nodes, the network communication cost can be effectively maintained. Modified PBFT takes into
account the characteristics of an asynchronous network environment where node-to—node trust is guaranteed. In
response to the client’s request, PBFT performed the entire participation broadcast several times, but Modified
PBFT enabled consensus and authentication through the 2 / N leader.

By applying the Modified PBFT consensus algorithm, the broadcast process can be simplified to maintain the
minimum number of nodes for consensus and to efficiently manage network communication costs.
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assumption:

Network configuration with authorized honest nodes

Request occurred:
—The client sends the request message MM requesting
state transition to the primary node.

~Network communication cost: 1 (constant)

Pre—prepare treatment:

Generate a sequential number N corresponding to the
request

—Select PL_ID (PBFT Leader) by voting

Message <Pre-pare, V (View The message is being
sent), N, D (Descriotion of message), PLID) to node 2 / N,
and message <Pre-pare, Random Node Id> to 2 / N send

Network communication cost: N-1

Prepare processing:
—-Node of the requested random number sends <Prepare,
V, N, D (MM), PL_ID) to PL_ID

Network communication cost: 2 / N-1

Commit:
-PL_ID transmits the verification to PL_ID and Primary
~Primary sends all nodes verified

Network communication cost: 2 / N

Reply:
Send the result of request to Client

~Network communication cost: 1 (constant)
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Node PBFT MPBFT
4 1.332 0.66664
1.665 0.8333

6 1.998 0.99996

7 2.331 1.16662

8 2.664 1.33328

FAULT TOLERANCE NODE

—4—FEFT mEmLPEFT

a.s

1%l 5. Fault Tolerance Comparison

U HEY A SAH8
(N_2C, Network Communication Cost)

N2C = N-1+1+(N/2#2 -1 +1
N_2C=2N (4)




14 2020 03

Smart Media Journal / Vol.9, No.1 / ISSN:2287-1322

o]Z Edlo] PBFTE 2N*9| HIES A SAaln|go] Hasta
MPBFT+= 2N9] F4lH] o] o A 2k

I 3. Network Communication Cost Comparison

Node PBFT MPBFT
1 2 2
2 8 4
3 18 6
4 32 8
5 50 10

NETWORK COMMUNICATION COST

—=PEFT 0t PE T

S0

40

t - ] 4

% 6. Network Communication Cost Comparison

t}. TPS

Ao ARAE Bz At NE] AeErtE flstel 25
A9l vENAS] w9 $5 243 PBFTS & =i
ASESE MPBFT] 2% Ed44 A2 HTPS) & 54 3tich
574 Avs Ugy 2.

1

E 4. TPS Comparison

Node PBFT MPBFT
1 14000 13500
2 10500 13000
3 11500 12000
4 9900 11000
5 1000 9000

16000

12000

12000

10000

TP5 COMPARISION

—4—PEFT el PEFT

3 4

a2l 7. TPS Comparison

. ‘;' %%ﬂzww F2 BEeh Zeolyl BEAe

Aele] i o duElE F PBFTE HE7]4 HEYAES
a3 H|ZE Aol 588 Bl 7| HEY EEA91
old E59] 7] BAE sldst9n AEs doly s

olel W] Sistel ofe} Aael zu }4e AR,
A& vish 2o PBFTE % :

4301]*1 0431 A &

EF UEYD A =

-
e}
=
p%
rié

o
=
=
=
0
In
r>~
e
i
fd
ic)
[N

FF
b
I
4
il
N,
[
oot
(o
fru
=
n
e > do wo o

Bl B 3] WA ke
W] TPS 94 F7bke 22 Be1d 4 dgith
T A% AL ThFE B 4T A B

e

o] mEate] % e okl



Smart Media Journal / Vol.9, No.1 / ISSSN:2287-1322

2020 03 15

REFERENCES

[1] Bitcoin: A  Peer-to—Peer
System(2008),
http://nakamotoinstitute.org/static/docs/bitcoin.pdf
(accessed Jan., 24, 2020).

[2] Don Tapscott, Alex Tapscott, Blockchain
Revolution, Eulyoo Publishing Co, 2017.

[3] DH Lee, HS Kim, “Analysis of Blockchain
Research Trends: Focusing on Consensus
Algorithms,”  Journal of the Korea Institute of
Information Security and Cryptology, 28(3), pp.
5-10, June 2018.

4] JC. Yim, HY, Yoo, J.Y. Kwak, SM. Kim,
“Blockchain  and  Consensus  Algorithm,”
Electronic and Telecommunications Trends, vol.
33, no. 1, 2018.

[5] S.H.Yoo, “Safe and Efficient System Construction
Using Blockchain Consensus Algorithm in D2D
Communication Environment,” Ehwa Woman
Univ, 2018

[6] Khan Minhaj Ahmad, Salah Khaled, “IoT
security: Review, blockchain solutions, and open
challenges,” Future Generation Computer
Systems, vol. 82, pp. 395-411, 2018

[7] Why Private Blockchain(2018),
http://internetplus.co.kr/wp/?p=183(accessed Jan,
25, 2020).

[8] Blockchain Revenue by Industry, World
Markets:2017-20250(2018),
https://www.tractica.com/newsroom/press-release
s/enterprise-blockchain-revenue—-to—surpass—20-bi
llion-by—2025/(accessed Jan., 25, 2020).

[9] GUEL CASTRO, BARBARA LISKOV, “Practical
Byzantine Fault Tolerance and Proactive
Recovery,” OSDI, pp. 173-186 1999.

[10] L. Lamport, “The Part-Time Parliament,” ACM
Trans. Comput. Syst, vol. 16, no.2, pp. 133-169,
1998.

[111 L. Lamport, “Paxos Made Simple,” ACM
SIGACT News, vol. 32, no4, pp. 18-25, 2001.
[12] D. Ongaro, J.K. Ousterhout, “In Search of and
Understandable Consensus Algorythm,” USENIX
Annu. Technical Conf, Philadelphia, PA, USA,

pp. 305-319, 2014.

[13] BFT Consensus(2018),
https://docs.google.com/presentation/d/10W7gKEv
k_6XRIISAiKwnwP9gVzobRebm_24QzLGagvk/edit
(accessed Jan., 25, 2020).

Electronic  Cash

[14] MICHAEL J. FISCHER ‘Impossihility of
Distributed Consensus with One Faulty Process’,
1985.

[15] Yeong-Tae Baek , Youn-A Min, Modified
PBFT Study for Effective Convergence of IoT
Big Data and Blockchain Technology. Korean
Society of Computer Information, vol. 28, no.
1, pp. 193-194, 2020.

[16] SW. Jang, Y.C. Kim, “Study IoT Asset
Management System Based on Block-Chain
Framework,” Smart media journal, vol. 33, no. 2,
pp. 94-98, 2019.

[17] Woo-Jin Joe, Hyong-Shik Kim, “A Malware
Variants Detection Method based on Behavior
Similarity,” Smart Media Journal, vol. 8, no. 4,
pp. 25-32, 2019.

20139 FFUSL A FE T3}
Fspubt

z
=
_ll
=
:

;

m

2020 §}ol
RS





